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Microsoft Teams Optimization with Horizon

Overview

Making a video call from a virtual desktop can be tricky. When the call is initiated in the virtual desktop, the user’s microphone and
camera send the user’s voice and image to the virtual desktop. Horizon sends that data compressed, using our real-time audio-
video (RTAV) feature. But the RTAV feature still sends a lot of data across the wire, and the virtual desktop has to process the data
and send it out over the network to complete the call. At the same time, the virtual desktop is capturing the video feed and
sending it back over the network, using the Blast display protocol, to the endpoint so that the end user can see the video feed.

Omnissa, working closely with Microsoft, supports Media Optimization for Microsoft Teams with Omnissa Horizon 8. With the
supported Horizon Agent and Horizon Client versions, when a user starts a call inside the virtual desktop, a channel to the local
physical device is opened and the call is started there.

Horizon Client draws over the Microsoft Teams window in the virtual desktop VM, giving users the impression that they are still in
the VM, but the media is actually traveling directly between the local endpoint and the remote peer (as shown in Figure 1). The
load disappears from the network, and the processing moves from the data center to the endpoint. Often the end-user experience
improves as well because the data has one less hop to make. Using this mechanism, this process avoids using RTAV altogether.

The Media Optimization for Microsoft Teams feature is a boon for organizations using Microsoft Teams for audio and video calls.
This document helps you plan for deploying it. The following diagram describes the flow of data between the various components
of the Microsoft Teams optimization feature in Horizon.

Remote Desktop Machine Horizon Client Endpoint

Mi ft
T;erg:o n Horizon
H W Client
Horizon — .
eams
J . Media Optimization
avascript Stack
A |
Websocket A A
I Horizon Agent |4 Virtual Channel
Office 365 Authentication A/V Stream
SDP Signaling l

AAzure

] Office 365

Microsoft

Teams

Backend Remote Peer

Figure 1: Microsoft Teams optimization flow

Horizon Client versions

Media Optimization for the new Microsoft Teams client is supported as part of Omnissa Horizon 8.4 (2111 and later). Horizon
versions earlier than 8.4 have not been tested. The Media Optimization for Microsoft Teams feature is also available with Horizon
Cloud on Microsoft Azure, Pod Manifest version 2298.X and later.
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The Media Optimization for Microsoft Teams group policy setting must be turned on in the virtual desktop for Horizon Agent 8.7
(2209) and earlier. For Horizon Agent 8.8 (2212) and later, Media Optimization for Microsoft Teams is turned on by default when
Horizon Agent is installed.

Note: The Microsoft Teams web app (browser client) is not supported via the Teams Optimization Pack. Web browser media
offload is supported with the Browser Redirection feature. See Configuring Browser Content Redirection for support details.

Minimum supported Horizon Client versions

Horizon supports audio, video, and screen-sharing offload to the local endpoint, providing media optimization for Microsoft Teams
on VDI, RDSH remote desktops and Microsoft Teams as a published application.

Below is a list of the minimum supported versions of the Horizon client for each OS platform,

Table 1: Minimum supported Horizon Client versions

OS platform Minimum supported Horizon Client versions
Windows Horizon 8.4 (2111 and later)
Mac Horizon 8.4 (2111 and later)
Linux Horizon 8.4 (2111 and later)
Chrome Horizon 8.4 (2111 and later)

For a complete list of features supported on each OS platform, see the Horizon 8 documentation, Media Optimization for Microsoft
Teams, which includes sections on requirements, and limitations.

Refer to Knowledgebase article MS Teams Optimization Feature Compatibility Matrix for Horizon 7 and Horizon 8 Recent Releases.
(86475) for a matrix of Microsoft Teams Optimization features that are dependent on a Horizon Agent or a Horizon Client version.

For Horizon Cloud Service on Microsoft Azure (also known as Horizon Cloud Service - first-gen), see Horizon Cloud on Microsoft
Azure - Support of Media Optimization for Microsoft Teams

Horizon system requirements

This section provides links to the product documentation regarding the system requirements for both the client and the virtual
desktop when using the Media Optimization for Microsoft Teams feature. For more details, see Media Optimization for Microsoft
Teams.

e Client systems - This feature is supported on Windows, Linux, and Mac operating systems that are supported for the
specific version of Horizon Client installed. See the System Requirements section in the applicable Horizon Client guide
or Horizon Client release notes, available at Horizon Clients Documentation.

Note: The client system should have a 2.4 GHz or more dual core.

e Virtual desktop systems - This feature is supported on Windows operating systems that are both supported for the
specific version of Horizon Agent installed on the virtual desktop and for Windows operating systems supported by
Microsoft Teams. See the “Compatibility Notes” section in the applicable Horizon 8 release notes. For operating
systems supported by Microsoft New Teams, refer to the Microsoft documentation.

Note: The desktop system should have 2 vCPUs or more.

Note: System requirements for RTAV are different and more substantial than those for Media Optimization for Microsoft Teams.
RTAV is used if Media Optimization is not turned on or if the endpoint does not support Media Optimization (fallback mode). For
more information about using Microsoft Teams with RTAV, see the Horizon documentation for the appropriate version: Configuring
Microsoft Teams with Real-Time Audio-Video and System Requirements for Real-Time Audio-Video.
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Horizon Client installation

Use the following guidance for installation of the Horizon Client on Windows, MacQOS, and Linux.

Windows Client
In the Horizon Client for Windows, the Media Optimization for Microsoft Teams feature is installed by default.

MacOS Client

In Horizon Client for Mac, Media Optimization for Microsoft Teams is installed by default. Double-click the .dmg file to open it, and
drag the Horizon Client icon to the Applications folder.

Linux Client
In the Horizon Client for Linux, Media Optimization for Microsoft Teams is also installed by default.
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Horizon Agent installation and configuration

During installation of Horizon Agent, the registry key shown below is automatically created and set to 1. This turns on Media
Optimization by default.

“HKEY LOCAL MACHINE\SOFTWARE\Policies\Omnissa\Horizon\WebRTCRedir” teamsEnabled (REG DWORD)

Force client side WebRTC optimization

On the Client, there is a setting Media Optimization for WebRTC based applications that controls if the client enables
WebRTC optimization. By default, this setting is enabled.

Additionally, there is a group policy setting, Force client side WebRTC optimization, that can override this. By default, this
group policy is not enabled.

o If the Force client side WebRTC optimization group policy setting is enabled, Microsoft Teams Media Optimization is
forced on the endpoint, and any client setting or any other admin policy (for example, the Chrome-level user policy for
the Chrome client) is ignored.

e [f the Force client side WebRTC optimization is unchecked, Windows endpoint users have the option to use or not
use Microsoft Teams Optimization by configuring the Horizon Client setting called Media Optimization for WebRTC
based applications. Also, any Chrome-level user policy would take effect.

A& Enable Media Optimization for Microsoft Teams [E X

Enable Media Optimization for Microsoft Teams Previous Setting Next Setting

O Not Configured Comment: Y

© Enabled

O Disabled v
Supported on: =

v
Options: Help:
() Force client side WebRTC optimizaiion) Thisr setting 15 used to enable or disable Microsoft Teams -
Optimization.

When Horizon Agent is installed, a teamsEnabled registry key is
created on the agent which enables Microsoft Teams
Optimization, By default, the user has the option to use or not
use Microsoft Teams Optimization by configuring the "Media
Optimization for WebRTC based applications” setting in Horizon
client.

If this policy is "Enabled”, Microsoft Teams Optimization is
enabled. If enabled and "Force client side WebRTC optimization”
is checked, Teams Media Optimization is forced on the end point
and any client setting or any other Admin Policy (e.g. Chreme
level User policy for Chrome Client) is ignored. If enabled and
"Ferce client side WebRTC optimization” is unchecked, the user
has the option to use or not use Microseft Teams Optimization
by configuring the Herizon client "Media Optimization for
WebRTC based applications” setting.

If this policy is "Disabled", Microsoft Teams Optimization is
disabled and cannot be used. The Horizon client "Media
Optimization for WebRTC based applications” setting will not
have any effect.

By default, this pelicy is "Not Configured”, but if the policy is
changed and then changed back to "MNot Configured", it will
remove the teamsEnabled registry key, and Microsoft Teams
Optimization will not be used.

The setting takes effect at next logon.

Figure 2: Group policy setting for configuring the Microsoft Teams optimization feature
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Microsoft Teams Client installation

To install the new Microsoft Teams Client on the Horizon Agent machine, refer to the guidance provided on the Microsoft website,
at https://learn.microsoft.com/en-us/microsoftteams/new-teams-vdi-requirements-deploy.

The instructions below summarize those instructions.

Windows desktop installation

To install the new Teams app into a Horizon 8 Windows desktop golden image, use the teamsbootstrapper.exe utility provided by
Microsoft for VDI environments. At a high level, use the following steps:

1. Install the Teams Client
2. Disable Autoupdate (optional)

Install Teams Client
1. Download the bootstrapper.exe utility.
2. Download the Teams MSIX installation file.
3. Open a Command Prompt as an Administrator
4. Run the following command, modifying the path to match the location of where you downloaded the files to.

.\teamsbootstrapper.exe -p -0 "c:\path\MSTeams-x64.msix" --installTMA
Replace C:\path\MSTeams-x64.msix with the actual path to the downloaded MSIX file.

Note: Microsoft recently changed the Teams bootstrapper to uninstall and reinstall the system wide Teams Meeting add-in that
provides integration with Outlook. Adding the parameter --installTMA installs this add-in.

Disable Autoupdate

If you are planning to deploy non-persistent desktops from the golden image, it is strongly recommended that you disable auto
update functionality in Teams.

With full clone or persistent desktops, you may elect to leave auto update on for Teams, although there are a few considerations to
take into account.

e Each desktop will download and process an update, consuming bandwidth and resources. This could lead to a resource
storm if all desktops process updates at the same time.

e As each desktop is allowed to update Teams independently, this will lead to different versions running. There is also the
risk that an update breaks functionality.

To prevent new Teams client from auto updating, use the following registry key on the virtual machine. Only new Team client
builds higher than 23306.3314.2555.9628 in VDI can process this registry key.

1. Open regedit, and navigate to
Computer\HKEY LOCAL MACHINE\SOFTWARE\Microsoft\

2. Right-click and create a New Key called Teams
3. Select the Teams key, right-click and add a new DWORD (32-bit) Value
4. Edit the new Value and change:

a. Value name = disableAutoUpdate

b. Valuedata =1

Windows Server installation

As the Microsoft Store is not available on Server OS, the process to install the new Teams client is slightly different. This uses DISM
to install the client, which requires Microsoft Edge WebView?2 to be installed and sideloading to non-store apps to be enabled.

At a high level, use the following steps:

1. Install Microsoft Edge WebView?2

Enable Side-loading of Microsoft Store Apps

Install the Teams Client

Disable Autoupdate (optional)

Add Microsoft New Teams as a Hosted Application

. Optional: Outlook Presence Integration with New Teams in Windows Server

Note: Horlzon Agent version 2312.1 or later is required to support the publishing of a store app in Horizon.

OU s WwN
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Install Microsoft Edge WebView?2

The Microsoft Edge WebView?2 framework is required in Windows Server and Windows 10/11 Multi-User environments. The
minimum version required is: 90.0.818.66. Learn more: Enterprise management of WebView2 Runtimes.

1. Download and install Microsoft Edge WebView2 as an Administrator.

Enable side-loading of Microsoft Store Apps

As the Teams client is not being downloaded from the Microsoft store, we need to enable side-loading of store apps to be able to
install it. If desired, this can be turned off again after installation is completed.

2. Open the Local Group Policy Editor (gpedit.msc) and navigate to:

Computer Configuration > Administrative Templates > Windows Components > App Package Deployment > Allow all trusted
apps to install

3. Double-click to open the policy, select Enabled, and click OK.

=/ Local Group Policy Editer - O *

File Action View Help

e nE R EREIT

=] Local Computer Policy ~ _l

~ (& Computer Configuration

5 [ Software Settings Allow all trusted apps to install Setting State
> 7] Windows Settings i5] Archive infrequently used apps Mot configured
. L. R Edit policy setting = L . .
w [ 7] Administrative Templates i=] Allow deployment operations in special profiles Enabled
5 [7] Control Panel Requirements: i£] Allows development of Windows Store apps and installing t.. Mot configured
» | Metwork At least Windows Senver 2012, =] Allow a Windo pptochare n data between users Mot configured
]
[ Printers Windows & or Windows RT [ Allow all trusted apps t Enabled I
[~ Server Description: i-| Prevent non-ad TEErE 1o almng packaged Window... Mot configured
» [ Start Menu and Taskbar This policy setting allows you to k5] Disable installing Windows apps on non-system volumes Mot configured
» [ System manage the installation of trusted i=] Prevent users' app data from being stored on non-system v.. Mot configured
w [ Windows Compenents line-of-business (LOB) or developer-
[ ActiveX Installer Service signed Windows Store apps.

7 Add features te Windows 10

B A iy If you enable this policy setting, you

can install any LOB or developer-

[ App Privacy signed Windows Store app (which
] App runtime must be signed with a certificate
[ Application Compatibili chain that can be successfully

== .p.p Moo " " validated by the local computer).

Figure 3: Enable side-loading of Microsoft Store Apps

Install the Teams Client
With the system prepared, you can now install the new Teams client

1. Download the Teams MSIX installation file.
2. Open a Command Prompt as an Administrator and run:

Dism /0Online /Add-ProvisionedAppxPackage /PackagePath:"c:\path\MSTeams-x64.msix" /SkipLicense
Replace C:\path\MSTeams-x64.msix with the actual path to the downloaded MSIX file.
3. Afterinstalling, you can verify the Teams client installation using the following command:
DISM /0Online /Get-ProvisionedAppxPackages
4. Look through the output for an MSTeams entry to confirm it's correctly installed. Record the PackageName for reference.

Disable Autoupdate

With server deployments, it is recommended that you disable auto update functionality in Teams. It is better practice to control
the update process and version running by updating the golden image and then updating the RDSH farms using that image.

If you leave auto update on enabled, this can have the following consequences:

e Each server clone would download and process an update, consuming bandwidth and resources. This could lead to a
resource storm if they all process updates at the same time.

e As each server is allowed to update Teams independently, this could lead to different versions running. There is also the
risk that an update breaks functionality.

To prevent new Teams client from auto updating, use the following registry key on the virtual machine. Only new Team client
builds higher than 23306.3314.2555.9628 can process this registry key.

1. Open regedit, and navigate to
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Computer\HKEY_ LOCAL MACHINE\SOFTWARE\Microsoft\

2. Right-click and create a New Key called Teams
3. Select the Teams key, right-click and add a new DWORD (32-bit) Value
4. Edit the new Value and change:

a. Value name = disableAutoUpdate

b. Value data =1

Add Microsoft New Teams as a hosted application

To configure Microsoft New Teams as a hosted (published) applications, a policy needs to be enabled that allows Microsoft Store
Apps (also known as UWP) to be scanned and launched on RDSH farms (for operating system versions that supports Microsoft
Store Applications). When enabled, store apps can be used as Hosted Apps from RDSH farms.

Apply the following setting to the RDS host(s) with either a local group policy, or a domain group policy. Be conscious that if your
golden image is not domain joined, that a domain group policy will not be applied. In that case, apply this setting using the Local
Group Policy Editor.

1. Extract the Group Policy template files available in the Horizon-Extras bundle and copy to the
C:\Windows\PolicyDefinitions folder on either the golden image, or on a domain controller depending on what policy type
you are using.

2. Depending on how you are applying the policy, open either the Local Group Policy Editor (gpedit.msc) or the domain
Group Policy Management console, and navigate to:

Computer Configuration > Administrative Templates > Omnissa Horizon Agent Configuration > Agent Configuration > Unity
Touch and Hosted Apps > Enable UWP support on RDSH platforms

3. Double-click to open the policy, select Enabled, and click OK.

=] Local Group Policy Editor = [m} X
File Action View Help

e | f@ 2 BE T

=[ Local Computer Policy
v (& Computer Configuration
» [] Software Settings
» [ Windows Settings
v [ Administrative Templates
» || Control Panel

>
=1

Enable UWP support on RDSH Setting State
platforms . -

Edit policy setting Enabled

> Metwork escription: i-| Enable system tray redirection for Hoste s ot configure
] Descripti |iz| Enable sy: y redirection for Hosted App: N figured
> [] PColP Client Session Variables This policy controls whether UWP |i=] Enable user profile customization for Hosted Apps Mot cenfigured
“ PColP Session Variabl applications can be scanned and — . . . .
> .j olP Session Variables launched on RDSH farms with an |i=| Redirect legal notice messages as a window Mot configured
[ Printers operating system version that 12| Only launch new instances of Hosted Apps if arguments are... Mot configured
[ Server supports UWP applications. This (=] Limit usage of Windows hooks Mot configured
» [] Start Menu and Taskbar policy does not apply to desktop QS =] Unity Filter rule list Not configured
5> [ System platforms, such as VDI app remoting.
= Blast When enabled, UWP applications can
- K X X 4 be used as Hosted Apps from RDSH
> .j_' Harizon Client Configuratior farms. Need to restart wsnm service
=B Horizen UNC Path Redirectic or restart RDSH server to make the
= Horizon URL Redirection GPO take effect. Referto
w [ View Agent Configuration documentation for supported

platforms and whether this setting is

[l Agent Configuration enabled or disabled by default.

[ Agent Security
7] Clipboard Redirection
|| Collaboration
"] Drag and Drop
] Performance Tracker
[ Scanner Redirection
» || Serial COM
» || Smartcard Redirection
1 True 550 Configuration
| Unity Touch and Hosted Apps
» [Z] View Agent Direct-Connection Cc
» [] View RTAY Configuration
s [ View ISR Confinuration € >

Figure 4: Configure the Group Policy to UWP Apps on the RDSH Farm

4. Restart the Horizon Agent service (wsnm) or restart RDSH server to have the GPO take effect.
5. The New Teams UWP app should now be available when publishing a new Application Pool in the Horizon Administrator
Console, using the Add from Installed Applications selection.

Outlook presence integration with New Teams in Windows Server (optional)
For Outlook to properly display presence status, the steps outlined in the following Microsoft documentation are required on the

OIMNISSA” © Omnissa LLC. Document | 10



Microsoft Teams Optimization with Horizon

golden image.
https://learn.microsoft.com/en-us/microsoftteams/new-teams-vdi-requirements-deploy#outlook-presence-integration-with-new-tea
ms-in-windows-server-2019

Packaging the Teams Client with App Volumes

As the new Teams client uses an MSIX package, it is not possible to capture in App Volumes using the standard packaging
procedure. Instead, the App Volumes tools can be used to capture the new Teams client.

Use the process outlined in the following knowledgebase article: Capturing new teams as a package in App Volumes 4.x (6000003)

Dynamic Environment Manager

Omnissa Dynamic Environment Manager (DEM) can be used to retain user configuration, as well as create shortcuts to make user
access easier and more consistent.

Configuration template

Review the guidance in the Omnissa Community Configuration Template for Teams 2.1. This includes recommendations for folders
to include and exclude.

https://community.omnissa.com/forums/topic/179-microsoft-teams-21

Shortcut

You may want to create a shortcut on the desktop for the Teams client. See Configure Shortcuts for instructions on how to create
shortcuts using Dynamic Environment Manager.

In the DEM console, create a new shortcut and define the target as:

%slocalappdata%s\Microsoft\WindowsApps\MSTeams 8wekyb3d8bbwe\ms-teams.exe
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Mew Teams - Shortcut

Settings | Conditions | Comments

Label:

Tag:

- General Settings

Mame:  Mew Teamns

Shortcut name:
Target:
Argurnents:
Start in:

Run:
Comment:

lcon path:

lcon index:

Destination:

[} Run once

- Shortcut Settings

Teams_2.0
‘}Elﬂ-clalappd ata%e\Microsoft\ WindowsApps\h Browse...

Browse...

Mormal window 5

Wileserver\DEM_ConfighgeneralApplication Browse...
0
V| Desktop

[ Programs folder

[ Skip if shortcut already exists

[ Undo at logoff and refresh during shortcut refresh

[l Run asynchronously

Brevious

Mext |—§uve— Cancel

Figure 5: Create a shortcut to the New Teams Client with Dynamic Environment Manager
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Media optimization configuration

Horizon Client Media optimization for WebRTC based applications option

With Horizon Client for Windows 2209 and later, Media Optimization for WebRTC based applications can be turned off in the
Horizon Client Calls and Sharing settings. This setting is on by default. It is recommended to leave this setting on to improve the
overall media experience. If this setting is off, Media Optimization will not be used, Microsoft Teams will be used in fallback mode
(as described in the next section, Pairing Modes), which means that RTAV will be used.

Note that if the administrator has the Force client side WebRTC Optimization GPO policy turned on, this Horizon Client setting
will have no effect.

o
<
Calls and Sharin
o Drive & Folder Sharing g
5 LISH Devices Media Optimization for WebRTC based applications
This setting enables or disables optimization of video, audio and screenshare media streams of
(&) Blast WebRTC based applications inside the virtual desktop during a call or meeting. Enabling this
setting improves the overall media experience. If your administrator has a group policy
O Real-Time Audio-Video configured to force WebRTC optimization, this setting will not have any effect.
S Frinters @ o
88 Applications Allow screen sharing for published applications.
ﬁ e When sharing the screen with published applications, Horizon Client needs to access the local
iz screen, If screen sharing is not allowed while using the published application, a user will not be
O e able to share the screen. If this policy is controlled by your organization, this setting will not
have any effect.
I Q, calls and Sharing @ o
(R Pugin Update/install B Do not show share screen consent dialog when connecting to published applications
@ wW-2111-w2019
Q@ w7132
D u-s06A
B u-856A-win10
D ucs
D ki-wio-3
D wk-wi122h2

Figure 6: Calls and sharing setting with option to turn on media optimization for WebRTC based applications

Pairing modes

As described in the overview of this guide, there are significant advantages to running Microsoft Teams in optimized mode.
However, as you are planning your implementation, keep in mind that end users who are not running supported Horizon Client
versions will not be able to take advantage of this feature.

They will not, however, go back to running the full client in the virtual desktop because the GPO (or teamsEnabled registry key) has
set Microsoft Teams to offload audio and video to the client. Those users will instead run in fallback mode. Fallback mode has all
the functional limitations of WebRTC (Web Real-Time Communication) but is still pushing all the data to the virtual desktop over
RTAV.

e A user can check if Microsoft Teams is running in optimized mode, fallback mode, or natively (no optimization) in the
virtual desktop. See Check if Microsoft Teams launched in optimized mode for instructions.

e In the About Teams view, below the Teams version number, it will say Horizon Media Optimized, Horizon Media Not
Connected, or not show any text about Horizon.

Horizon Media Optimized

e If the banner shows Horizon Media Optimized, Media Optimization for Microsoft Teams is turned on (either by the
GPO or the teamsEnabled registry key).

e Microsoft Teams is running in the virtual desktop, and audio and video are offloaded to the client machine.
Horizon Media Not Connected (Fallback)
e If the banner shows Horizon Media Not Connected, then Microsoft Teams is running in fallback mode.

e In this mode, Media Optimization for Microsoft Teams is turned on, and Microsoft Teams has tried to start in optimized
mode, but the version of Horizon Client being used does not support Microsoft Teams optimization or Horizon Client
setting Media Optimization for WebRTC based applications is disabled.

e In Fallback mode, RTAV is used, and audio and video from Microsoft Teams are not offloaded to the client machine.
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Fallback mode has the same limitations as optimized mode.

e When you make a call in fallback mode, you see a warning message on the call:

Couldn’t connect to your device for multimedia optimization. Audio and video quality may be reduced, and your default
microphone and speaker might have changed. Please try to restart the Teams app, or contact your Help Desk.

Or

Your device doesn’t support Horizon Optimization. Audio and video quality may be reduced. Talk to your IT admin.
No Horizon text (No optimization)
e If the banner does not show Horizon text in the message, Media Optimization for Microsoft Teams is not turned on.
e RTAV is used, and audio and video from Microsoft Teams are not offloaded to the client machine.

Starting with Horizon Agent 2212, Media Optimization is turned on by default. You might consider turning Media Optimization off
after reviewing the following:

e Are any of the existing limitations of running Microsoft Teams on WebRTC blockers for your environment? Microsoft is
continuously adding features.
o See the Microsoft documentation for the latest Features currently not available and known issues in VDI with
the new Teams.

o You can also try running Microsoft Teams from within a Chrome browser, which will give you an idea of the
available functionality.
e If you have full-clone persistent desktops, can you apply the GPO to only those users who will be able to run in optimized
mode?

e If your end users do not fall neatly into a group that can run the supported versions of Horizon Clients on Windows,
Linux, or Mac platforms, how many of your users are running older versions or some other unsupported OS? Can you be
sure that your endpoints are running the latest version of Horizon Client for Windows, Linux, or Mac platforms?

e If you decide that the benefits of optimization are worth having some users running in fallback mode, plan on resourcing
your VMs to run either in optimized mode or in fallback mode. See the requirements below.

Optional configuration settings for echo for low-powered windows clients

To reduce CPU usage for certain low-powered clients, users may want to use a non-default acoustic echo cancellation algorithm
that uses less CPU or turn off software acoustic echo cancellation. In most cases, Omnissa recommends using the default
configuration, which is designed for optimal audio experience. But if you are trying to reduce client CPU consumption, software
acoustic echo cancellation can be configured by using a GPO on the Horizon Agent or by setting a registry key on the Horizon
Client.

Note: This configuration is supported only on Windows Clients. This GPO will have no effect on Linux and Mac clients.

On Horizon Agent, the GPO can be configured by navigating to:

Computer Configuration > Administrative Templates > Omnissa Horizon Agent Configuration > Agent Configuration >
Horizon HTML5 Features > Horizon WebRTC Redirection Features > Enable software acoustic echo cancellation for Media
Optimization for Microsoft Teams

e To turn off software acoustic echo cancellation, set to Disabled.

e To use the software acoustic echo cancellation algorithm that uses less CPU, set to Enabled and uncheck Use
recommended AEC algorithm.

After setting this policy, you must log out of the Horizon desktop for the GPO policies to take effect.
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> [ View Agent Direct-Connection Configuration
> [ View RTAV Configuration
> ﬁ View USB Configuration
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Figure 7: Path in the group policy editor for configuring software acoustic echo cancellation
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| & Enable software acoustic echo cancellation for Media Optimization for Microsoft Teams O

| Enable software acoustic echo cancellation for Media Optimization for Microsoft Teams

i Previous Setting Next Setting
| c .

| O Not Configured B

| © Enabled

| O Disabled

Supported on:

Help:

@ Use recommended AEC algorithm

This setting is used to configure Software Acoustic Echo
Cancellation (AEC) for Media Optimization for Microsoft Teams.

If "Enabled”, AEC is enabled in software. Check "Use
recommended AEC algorithm” for optimal audio quality and
performance. Uncheck "Use recommended AEC algorithm” to
use an AEC algorithm that uses less CPU but compromises audic
quality. This option is useful for low end processors with low
floating point power. Using the recommended AEC algorithm is
strongly recommended and is ideal in most cases.

If "Disabled"”, AEC will be disabled in software and will no longer
be used.

If "Not Configured”, AEC is enabled in software, using the
recommended algorithm. When using Windows client, software
AEC will be used if hardware AEC is not available. If hardware
AEC is available (e.g. if the headset has built-in AEC), software
AEC will not be used. When using non-Windows client, software
AEC will be used irrespective if hardware AEC is available.

Figure 8: Group policy setting for configuring software acoustic echo cancellation with Horizon 2111 and later

This configuration can also be applied on the Horizon Client for Windows by setting the following registry key:

HKEY_CURRENT_USER\SOFTWARE\Policies\Omnnissa\Horizon\WebRTCRedirenableAEC (REG_DWORD)

Use one of the following settings:

e Set to 0 - Turn off software acoustic echo cancellation.

e Set to 1 - Turn on software acoustic echo cancellation irrespective of whether or not acoustic echo cancellation is

available in the hardware.

e Set to 2 - Turn on non-default software acoustic echo cancellation algorithm, which uses less CPU but compromises

audio quality.

e Registry key not present (default) - Software acoustic echo cancellation is turned on only if hardware acoustic

cancellation is not available.
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Optional configuration setting for reducing CPU usage with video and screenshares for low-powered clients

To reduce CPU usage for certain low-powered clients, users can reduce their sent video resolution and screenshare framerate. CPU
usage for video processing is estimated and if it is greater than the set threshold, sent video resolution and screenshare framerate
will automatically be reduced.

On Horizon Agent, the GPO can be configured by navigating to:

Computer Configuration > Administrative Templates > Omnissa Horizon Agent Configuration > Agent Configuration >
Horizon HTML5 Features > Horizon WebRTC Redirection Features > Configure CPU overuse threshold

1. Set Configure CPU overuse threshold to Enabled and enter a value less than 85 (for example, 40).

2. After setting this policy, you must log out of the Horizon desktop for the GPO policies to take effect.

3. Establish a video call and assess the client’s CPU and the video resolution as seen by the peer.
Adjust the CPU threshold value to your needs. With a lower value, you can lower CPU consumption at the expense of reducing the
sent image resolution and screenshare FPS. Note that it may take several seconds for video resolution and screenshare FPS to
adjust.

I Local Group Policy Editor - [m] X
File Action View Help

es | pE = BE T

v3 View Agent Configuration A=

[] Agent Configuration

B Agent Security Select an item to view its description.  Setting State

[ Clipboard Redirection \iz| Enable software acoustic echo cancellation for Media Optimiz.. Not configured

7 Collaboration \iz] Enable background effects for Microsoft Teams Not configured

] Drag and Drop =] Enable using client HID devices button for Microsoft Teams Not configured

[ Performance Tracker =] Enable datachannel for Media Optimization for Microsoft Tea..  Not configured

[ Scanner Redirection \iz| Enable Media Optimization for general Electron Apps Not configured
> [ Serial COM =] Enable E911 for Microsoft Teams Not configured
» [ Smartcard Redirection |iZ] Enable sharing the dient desktop screen while remoting the . Not configured

[ True SSO Configuration

I~ Unity Touch and Hosted Apps
» ] View Agent Direct-Connection Configuration
> j View RTAV Configuration
> ] View USB Configuration

™= AppTap Configuration
>3 Horizon Client Drive Redirection
vE HTMLS Features

3= icrosoft Teams Enabled

1:5]|Configure CPU overuse threshold > Not configured

:_:I Browser Redirection
= Geolocation Redirection
] HTMLS Multimedia Redirection
el WebRTC Redirection Features
= Integrated Printing
] Virtualization Pack for Skype for Busint
] Whfb Certificate Redirection

Figure 9: Group Policy setting for configuring cpu overuse threshold
To get more details, you can turn on increased media logs by setting the following registry key to 1:
HKEY CURRENT USER\SOFTWARE\Policies\Omnissa\Horizon\WebRTCRedirhtml5mmr.log.webrtc.sharedlib.media
With the increased media logs, the html5client logs will show:
e When the resolution was limited; for example, “Limit resolution to 764 x 428"
e When the screenshare was limited; for example, “webrtc [Run] wait 87 fps=8..."

Html5client logs can be found in %TEMP%\omnissa-<username>. Look for the log file horizon-html5Client-*.log.
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Additional considerations

When deploying this feature, also take the following guidelines into account.

Network ports and firewalls

Microsoft Teams requires that the following ports be open on the client side: TCP ports 80 and 443, and UDP ports 3478 through
3481. For more information, see the Microsoft Teams documentation topic Prepare your organization’s network for Microsoft
Teams. The ports described on that page are required to be opened on the client device.

Note: The usual Horizon ports are also required, as detailed in the following documents:

e For Horizon 8, see Network Ports in Horizon 8.

e For Horizon Cloud Service - next-gen, see Horizon Cloud Service - next-generation Network Ports Diagrams.
Some organizations might require that the process name of the Teams Optimization Pack be added to a firewall allowlist, to allow
communication to the Microsoft Teams Cloud server. The process name is horizon-remotemks.exe on the client machine.
Incompatibility with Citrix Agent

For Media Optimization for Microsoft Teams to work properly, Citrix Agent should not be installed. This is a Microsoft restriction.
See the section Conflicting agent installation of this guide for more details.
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Troubleshooting

To troubleshoot, first check whether Microsoft Teams launched in optimized mode. Also, check the configuration on the Horizon
Agent and the Horizon Client Device as described in the following sections.

Procedures for these common troubleshooting steps are described in the following sections:

1. Check and troubleshoot Microsoft Teams optimized mode (separate section below).
Microsoft Teams Redirection Plugin Is Not Present on Horizon Client

Check That Media Optimization Is Turned On in Horizon Client Calls and Sharing Settings
Use the Logs to Confirm Optimization Is Turned On

Comparing with the Microsoft Teams Web App

Collect Logs

oOuvhAWN

Microsoft Teams redirection plugin is not present on Horizon Client
For the Windows client:

1. Open File Explorer
2. Navigate to C:\Programs Files\Omnissa\Omnissa Horizon Client\
3. Verify that webrtc sharedlib.dll is present.

For the Linux Client,

1. Check that libwebrtc_sharedlib.so is present in the “/usr/lib/omnissa/horizon/vdpService/webrtcRedir” folder and it
has the correct permissions.
For the Mac client:

1. Open Finder
2. Navigate to the following folder, “/Applications/Omnissa Horizon Client With Teams
Optimization.app/Contents/Library/pcoip/vchan plugins/vdpservice”
3. Check that libwebrtc sharedlib.dylib is present.
If the webrtc_sharedlib library is missing on your client, confirm that you are using a version of Horizon Client that supports
Media Optimization.

If you are using a version of Horizon Client that supports Media Optimization and the webrtc_sharedlib library is missing on your
client, uninistall and reinstall Horizon Client. When installing and if using Horizon Client for Windows 2203 and earlier or Horizon
Client for Linux 2206 or earlier, ensure that Media Optimization for Microsoft Teams check box has been selected in the
Horizon Client Installation. Refer to the installation guidance for Horizon Client for Windows or Linux, as described in Horizon Client
Installation. With recent client releases, Media Optimization for Microsoft Teams is always installed.

If the webrtc sharedlib library is still missing on your client, contact Omnissa for further assistance.

Check that media optimization is turned on in Horizon Client calls and sharing settings

This issue would only occur with Horizon Client for Windows 2209 or later. With Horizon Client 2209 or later, open the Horizon
Client Calls and Sharing settings and confirm that Media Optimization for WebRTC based applications is turned on. See
Horizon Client Media Optimization for WebRTC Based Applications Option.
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& Horizon Client - O X
<
. A Calls and Sharin
< Drive & Folder Sharing g
X Media Optimization for WebRTC based applications
E USB Devices
This setting enables or disables optimization of video, audio and screenshare media streams of
[} Blast WebRTC based applications inside the virtual desktop during a call or meeting. Enabling this
setting improves the overall media experience. If your administrator has a group policy
¢ Real-Time Audio-Video configured to force WebRTC optimization, this setting will not have any effect.
On
@ Printers Q
ﬁ ra— Allow screen sharing for published applications.
@ Geolocati When sharing the screen with published applications, Horizon Client needs to access the local
i screen. If screen sharing is not allowed while using the published application, a user will not be
c Shari able to share the screen. If this policy is controlled by your organization, this setting will not
% alls and Sharing have any effect.
Q kl-auto-w2022 @ off
 qe-dogfood-rds I:] Do not show share screen consent dialog when connecting to published applications
Search

Figure 10: Media Optimization for WebRTC based applications

If Media Optimization for WebRTC based applications is not on, turn it on and reconnect to the desktop.

Use the logs to confirm optimization is turned on

You can confirm if optimization is turned on by examining the Web Client (HtmlI5Server) logs on the Horizon Agent desktop and the
Horizon Client device.

Web client log on the Horizon Agent desktop
Important: For the following step, you need to have administrator privileges on your virtual desktop operating system.

1. On your VM, open File Explorer,
2. Navigate to C:\Windows\TEMP\Omnissa-SYSTEM.
3. Look for the log file horizon-html5Server-extra-*-*.1log with the latest timestamp.
If you see the below highlighted section, then Microsoft Teams optimization has been turned on for your VM.

2021-086-25T23:24:19.2747 In(085) htmlSmmrServer [BxB88881E9C][HTMLSMMRServerObi: HandleCmd] this =
Bx1DFA541E308 [id=4] Peer lWebtext:{"agc":"true","allow":"true","allowFeatureChange":1,"api-
capabilities"”:
{"clientManageScreen":8,"getScreens” :4, "getstat™:3, " jpeglompress”:1, "sender”:1, "setSinkId":1}, "appSession
Mode":"false","browser™”:"electron”,"clientCapability”:8, "clientOsVersion":"Linux 5.8.8-43-generic Ubuntu
28.84.2 LTS, "clientScript™:"...", "clientVersion”:1,"cmd": "createlnstance”, "colorKey™: "#882z088",
"command"” : "createInstanceDone”, "commandId":3, "customClipRect":1, "feature":3,
"featuresSupported”:["video", "screenshare”, "multimonitorscreenshare”], "forceBinary":null, "guestorigin-

x":8,"guestorigin-y":@, "hwnd": "5402010000000000" ,"id":1,"loglptions":@, "maxlidth" : 1288, "peer": -
Figure 11: The Most Recent htmlI5Server Log Displaying “allow”:"true”

Note: For your convenience, the highlighted text you can search for includes the following settings:

“command”:"”createInstanceDone”

" on non

“featuresSupported”:[“video”,”screenshare”,”multimonitorscreenshare”]
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Web client log on the Horizon Client device
On a Windows client,

1. Open File Explorer

2. Navigate to the folder TEMP%\0Omnissa-<username>.

3. Look for the log file horizon-html5Client-*.log with the latest timestamp.
On a Linux client, the log file can be found under /tmp/Omnissa-<username>.

On a Mac client, the log file can be found under ~/Library/Logs/Omnissa.

If you see the below highlighted section in the logs, then Microsoft Teams optimization has been correctly turned on for your
session.

[MainChannelImpl: :SendCreateInstanceResult] this = 0x1807F09A990 [instanceId=72]

CreateInstanceResult = {"agc":"true","allow":"true","allowFeatureChange":1,"api-

capabi]ities":

{ 'clientManageScreen": 0, "getScreens":12, "getstat": 3, " jpegCompress":1, "sender":1,"setSinkId": 1}
"appSessionMode": "faTse" "browser": "e1ectron" "clientCapability":0,"clientOsVersion": "Windows

10 Enterprise, 64-bit (Bu11

19042.985)","c]ientScript":”",”cTientVersion":l,”cmd”:"createlnstance","co]orKey":”#002F2f”,

"command" : "createInstanceDone”,”commandId”'3 "customClipRect":1,’ Feature":i,

”FeaturesSupPorted”'[”v1deo ,”screenshare" "multimonitorscreenshare’ 1,

"forceBinary :null,"guestorigin-x":0,' ﬁuestor1g1n—

y”' 0, "hwnd": "aOD4?dDDDODDDDDD” "id":1 logOptions™:33792, ”maxW1dth” 1280, "peer"”

1, p]a er'":0, ”P1ayerHTMLVer510n 11, rtpCa abi1lities":{"receiver" {”aud1o" {"codecs

[{"c?anne?”' 'clockRate":16000, "m1mEType' ”aud1ofSILK” "5dmetpL1ne”'”m1npt1me—10 useinbandfe
c 1|F

{”channe]” ,"clockRate": 8000, "mimeType": "audio/SILK" , "sdpFmtpLine": "minptime=10;useinbandfec=
1"

{ ‘channel":2, "clockRate": 48000, m1meTypE "audio/opus", ”deFmtpL1ne" "minptime=10;useinbandfec
=1"%, {"channe?" 1,"clockRate": lEDDD m1meT¥pe" ”aud1ofISAE

{”channe1”: ”c1ockRate”:32000 m1mEType 'audio/ISAC"},

i channe]":l,”c]ockRate”:BDDU,”mimeType Maudio/GT22"E,

{"channel":1,"clockRate": 8000, "mimeType": "audio/ILBC"},
{"channel":1 ,"c1ockRate”:BODD,”mimeType”:”audiofPCMU”},
{"channel":1,"clockRate":8000," m1meType "audio/PCMA" },
{"channel":1 ,"c]ockRate”:BZDDD mmeTypE" ”aud1ofCN”}

i channe1":1,"c1ockRate”:lEDDD m1mETypE aud1ofCN },
{"channel":1,"clockRate": 8000, "mimeType": au dio/CN"},

{"channel":1 ,”c1ockRate”:4BDDD,”mimEType' aud1ofte1ephone—event"},
{"channel":1 ,"c1ockRate”:32000,”mimeTypE":”audiofte1ephone—event”},
{"channel":1,"clockRate": 16000, "mimeType": "audio/telephone-event"},

Figure 12: The Most Recent htmlI5Client Log Displaying “allow”:"true”

Note: For your convenience, the highlighted text you can search for includes the following settings:
“command":"createInstanceDone"
"featuresSupported":["video","screenshare","multimonitorscreenshare"]

Comparing with the Microsoft Teams web app

If Microsoft Teams on VDI is optimized and you are running into generic issues, or if you find that features are missing, check if you
see the same behavior when using the Microsoft Teams web client. The Media Optimization for Microsoft Teams solution on VDI is
based on the Microsoft Teams web client, which leverages WebRTC technology.

If you see the same behavior on the web client, or if you find that a feature is missing, contact Microsoft for further assistance.

Collect logs
This section describes how to collect logs from the virtual desktop, the client device, and the Microsoft Teams app.

Collecting Horizon logs

Collect Horizon logs from the remote desktop and the client machine by following the instructions in the Knowledge Base article
Collecting Omnissa Horizon log bundles (1017939).

Collecting Microsoft Teams logs

Collect Microsoft Teams logs by clicking on the Microsoft Teams application inside the desktop and using the keyboard shortcut
Ctrl+Alt+Shift+1. For more information, refer to https://docs.microsoft.com/en-us/microsoftteams/log-files.
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Check and troubleshoot Microsoft Teams optimized mode

One of the first troubleshooting steps is to determine if Microsoft Teams is in optimized mode. Use the process below to check if
Microsoft Teams launched in optimized mode, and the subsequent sections to troubleshoot possible issues.

Check if Microsoft Teams launched in optimized mode
Use the Microsoft Teams client to determine if it is in optimized mode or not.

1. In the top-right corner of the Microsoft Teams interface, click the three dots near the user icon
2. Navigate to Settings.
3. At the bottom of the pop out Settings menu, click on About Teams.
4. In the About Teams view, below the Teams version number, it should say Horizon Media Optimized, indicating that
Microsoft Teams has launched in optimized mode.
Note: It may take a few seconds for new Teams to detect the configuration and display the text.

i R < Q  Search (Ctrl+E) @ Yo o X

vy Settings About Teams

- 83 General Version

5 B Accounts and orgs You have Microsoft Teams version 24155.2000.2915.4975.

= B Privacy You've got the latest version. It was last checked on 6/3/2024. Media Optimized.

Q Notifications and activity The client version is 49/24060311900.

KR 7. Appearance and accessibility
Q’ Legal information
ce ( Chats and Channel
S =S Microsoft Legal Information (2
& [ Files and links
OneDrive
App permissions

© Aepp Privacy and cookies
& Calls A

Meet Microsoft Privacy Statement ()
9 Captions and transcripts
g2 Devices

Third party notice
Desktop (3

A
" Web (3

@ About Teams

Figure 13: Version box for Microsoft Teams

If you do not see Horizon Media Optimized, review the common issues below that covers possible desktop configuration causes
of Microsoft Teams to not be in Optimized Mode.

teamsEnabled registry key is not set correctly
Launch registry editor (regedit) inside the VDI desktop and check the value of the following key.

“HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Omnissa\Horizon\WebRTCRedir” teamsEnabled (REG_DWORD) is set to 1.
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Figure 14: Registry key for turning on Microsoft Teams optimization

If the registry key is not set, uninstall Horizon Agent and reinstall. The teamsEnabled registry key should be added when Horizon
Agent is installed. If the registry key still is not set, contact Omnissa support.

Microsoft Teams application may not have the correct settings

In the virtual desktop, restart Microsoft Teams to ensure that the correct settings have been applied by the Microsoft Teams client.
Issues have been seen in Microsoft Teams where incorrect flags get applied. Restarting Teams ensures that the correct flags are
pulled in and applied.

Microsoft Teams has incorrect settings stored in cache
To clear the Microsoft Teams cache,
1. Quit the Microsoft Teams application.

2. Open File Explorer
3. Delete the folder

%localappdata%\Packages\MSTeams 8wekyb3d8bbwe\LocalCache\Microsoft\MSTeams

4. Restart Microsoft Teams.
This will force Microsoft Teams to reload its cache, which may have contained outdated values related to the environment.

Conflicting agent installation

To ensure that Microsoft is not detecting a conflicting Citrix Agent installation on the desktop, review the Microsoft logs.
Instructions for collecting Microsoft logs are provided in the Microsoft documentation topic Configure log files for monitoring and
troubleshooting in Teams.

1. Open the summary.txt log and look for the value of vdiMode.
a. If you see vdiMode = “2000”, it means Microsoft Teams has found a Citrix Agent registry key and will not load the
Horizon component.
2. Remove the following registry key entry or uninstall Citrix Agent software:
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“HKEY_LOCAL_MACHINE\Software\Citrix\PortICA”
3. Uninstall and reinstall Microsoft Teams.
Virtual desktop hosts file is missing “view-localhost”

During Horizon Agent Installation, 127.0.0.1 view-localhost is added to the hosts file. If the entry gets removed or if the hosts file
gets overwritten, Microsoft Teams cannot communicate with htmi5server and as a result, Microsoft Teams will be in fallback mode.

Html5sever logs may show:

2022-07-05T15:54:45.050Z In(05) html5mmrServer SOCKET getaddrinfo failed for host view-localhost: No such host is
known.

2022-07-05T15:54:45.050Z In(05) html5mmrServer SOCKET Could not resolve listener socket address.
2022-07-05T15:54:45.050Z In(05) html5mmrServer [0x000014BC][WebSocketServerImpl::StartServer] this = 0x256BE1EEAAQ
Failed to listen to the socket.

2022-07-05T15:54:45.050Z In(05) html5mmrServer [0x000014BC] = Failed to start server.

This issue can sometimes occur with nested mode (Horizon Client installed on same VM as Horizon Agent). When Horizon Client is
uninstalled, 127.0.0.1 view-localhost is removed from the hosts file.

If 127.0.0.1 view-localhost is missing from your hosts file, add it.

html5Server is not running

In an active Horizon session to the Horizon Agent VM, start the Task Manager window in the virtual desktop. Check if
html5Server.exe is listed on the Details tab of the Task Manager.

17l Task Manager - O *
File Options  View

Processes Performance App history Startup Users Details Services

MName PID Status User name CPU  Memory (3. UACvirtualizat.. *
[#] ApplicationFrameHo... 10156  Running admin 00 7560 K Disabled
[#5] audiodg.exe 5184 Running LOCAL SE... 00 4924 K Mot allowed
[#5]backgroundTaskHos... 13288  Suspended admin 00 0K Disabled
[#5] backgroundTaskHos... 1272 Suspended admin 00 0K Disabled
[5=] browser_broker.exe 2440 Running admin 00 1,244 K Disabled
B conhost.exe 5588 Running SYSTEM 00 6,076 K Mot allowed
B conhost.exe 7428 Running admin 00 5840 K Disabled
[ esrss.exe 452 Running SYSTEM 00 1,024 K Mot allowed
[ csrss.exe 540 Running SYSTEM 00 1184 K Mot allowed
ctfmon.exe 7576 Running admin 00 21,260 K Disabled
[ dilhost.exe 4652 Running SYSTEM 00 3,236 K Mot allowed
[ dilhost.exe 1612 Running SYSTEM 00 164 K Mot allowed
[ dilhost.exe 3128 Running admin 00 2,068 K Disabled
[8E] dwm.exe 1316 Running DWhM-1 00 146,612 K Disabled
‘= explorer.exe 7944 Running admin 00 54,324 K Disabled
[#]FileCoAuth.exe 13240 Running admin 00 1,852 K Disabled
& firefox.exe 11744 Running admin 00 158,784 K Disabled
@ firefox.exe 12256 Running admin 00 11,892 K Disabled
@ firefox.exe 11992 Running admin 00 68,752 K Disabled
@ firefox.exe 12086 Running admin 00 17,448 K Disabled
& firefox.exe 12580  Running admin 00 29,864 K Disabled
@ firefox.exe 7096 Running admin 00 11,344 K Disabled
[#fontdrvhost.exe 900 Running UMFD-0 00 1412K  Disabled

hostexe Running UMFD-1 00 1,708 K Disabled

(8= html55enver.exe Running SYSTEM 00 4964 K Mot allowed
[#] LockApp.exe 11024 Suspended admin 00 0K Disabled
[5] Isass.exe 692 Running SYSTEM 00 7,528 K Mot allowed
@Iyﬂc.exe 10416 Running admin 00 40,932 K Disabled
[#5]| Microsoft.Photos.exe 13156 Suspended admin 00 0K Disabled
@ MicrosoftEdge.exe 9048 Suspended admin 00 0K Disabled
@MicrosoﬁEdgeCP.ae 13140 Suspended admin 0o 0K Disabled e
() Fewer details End task

Figure 15: Task manager showing that html5server.exe is running

If you do not see html5server.exe listed in the Task Manager, restart the VM and try again. If you still do not see html5server.exe
running after the restart, contact Omnissa for further assistance.
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If using a proxy on the remote desktop, need “view-localhost” in proxy bypass list

This issue would only occur if you have an Internet proxy configured on your remote desktop. If you have an Internet proxy
configured on your remote desktop you will need to add “view-localhost” in the proxy bypass list. Similarly, if you are using a .pac
file, the .pac file should allow direct access to “view-localhost” and bypass the proxy. Otherwise, html5server will not work as
expected.

Because html5server.exe also uses secure web sockets (wss protocol) to communicate with Microsoft Teams, ensure that your
.pac file allows “wss://" traffic.

HTML5Server registry key is included in user profile management software configuration

This issue would only occur if you are using user profile management software. If you use a user profile management software
such as Dynamic Environment Manager or FSLogix, ensure that you have excluded the below registry key from profile
management. This is an internal registry key used by html5Server.exe. Backing up and restoring the registry key may result in
erroneous behavior.

HKEY_CURRENT_USER\Software\Omnissa\Horizon\HTML5 Redirection Server

Symptoms of this condition may include seeing fallback mode on fresh login, and then optimized mode after disconnect or
reconnect.
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Summary and additional resources
The improved end-user experience, decreased load on the data center, and decrease in network traffic make Media Optimization
for Microsoft Teams a compelling feature. A thoughtful rollout plan will keep users productive.

Additional resources

See the Microsoft Documentation for details about Microsoft Teams installation, performance considerations, and feature
limitations.

See the Horizon 8 Documentation for details about supported features and limitations.

See the Microsoft Live Events and Meetings documentation for a list of meetings and live events sub-features supported in VDI.

Changelog
The following updates were made to this guide.

Date Description of Changes

2025-11-13

2025-01-15

2024-12-16

2024-08-07 Configuration Template

2024-07-31

2023-02-17

2021-07-15

2020-12-22

2020-09-23 First release of the document
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